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DATA
THE NEW INFORMATION BATTLEGROUND

in
VICINITY
What is data  
in vicinity?
Data in the presence  
of a smartphone

•	� Audio picked up by  
the microphones

•	� Visual data picked up  
by the cameras

How do threat actors capture it?
Using advanced spyware that hijacks cameras  
and microphones

What can it potentially reveal?
Unfiltered and timely information

Social  
engineering

Malware  
infection

Remote  
control
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What can threat actors do with it?
Multiple opportunities for leverage

1DIGITAL ASSETS

•	� Confidential documents
•	� User passwords
•	� Custom applications

MEETINGS

•	� Major decisions
•	� Key strategies
•	� Financial information 2
INTELLECTUAL PROPERTY

•	� Products in development
•	� Specialized equipment
•	� Proprietary processes 3
BRAINSTORMING

•	� Product roadmaps
•	� Designs
•	� Algorithms 4
PRIVATE CONVERSATIONS

•	� Rumors
•	� Gossip
•	� Personal details 5

Gain a  
competitive edge

Create  
unwanted press

Blackmail/ 
ransom
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